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This paper is thereliminaryresult of joint effort and ongoing discussion of an internatiograup of
investigators, including engineers, forensic scientists and lawyers.

All findings are based on publicly available sources and are verifiable.
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Summary

On July 17, 2014 the Airliner MH was shot down over Ukraam territory occupied by proussian
separatist. Just a few hours later the culprit seerteedecertain. hechain of evidence includes phone

calls the Ukrainian secret service SBU intercepted, a number of messages from social networks and
anonymously mied photos and videos.

The crucial elements in this chain of evidence are two photos that were leaked from an anonymous
source to the French magazine Paris Match. Both photos are of very low quality and show a supposedly
unique Volvo tractor with a red lgenonville low loader that has loaded a missile defense system BUK
M1. This BUK system appears to have remains of an inscription, which was linked by the Social Media
searchers "Bellingcat” to the Russian BUK "3x2".

According to Bellingcat the interceptethgne calls, the reported sightings in the social media and the
photographic evidence prove thatithRussian BUK equipped with 4 missiles was conveyed on the
morning of July 17 by the Vostok Battalion of Donetsk to Snizhne and unloaded there.

Bellingcat @ims that all their knowledge is based on public sources and therefore can be verified by
anyone, but our irdepth investigation of the chain of evidence presented has determined following:

1. The BUK system did not drive in a convoy of the Vostok battalion.

2. The contents of the intercepted telephone calls are contrary to the actual events.

3. The pesented telephone recordings show indications of manipulation.

4. A part of the alleged BUK sightings in social media relate to an actual armored convoy without
BUK. Andier part is onlythe reproduction of the content of previously posted messagés
main source was far awdyom the action and just echoed secoitéind information in the
Internet, while the actual sources of that information are unknown and their infdroma
cannot be independently verified.

5. Those "sightings" in social media repeatedly reported details that contradict the Tdwdact
that these details were mentioned and the moment they were mentioned, leads to the
conclusion that social media havedreused specifically to create a track in advance.

6. At the same time of the alleged transport some efforts by Kiev officials can be observed to
facilitate the later representation of a separatist convoy.

7. Counterevidence and information on the part of thearatists were either withheld from
the public or temporally incorrectly classified and reproduced just to disfigure the content

8. The heart of this chain of evidenethe Paris Match photosare demonstrably false.



TheParis Matciphotos
On July 17at about 11200h EESTa white Volvo FH13wvas photographedwith a red Faymonville
Multimax low loader with a BUK system loaded

The photocomes from astill unknownsourceandwaspublished byParis Matchon July 25According
to this article preRussian rebls a few hours before the downing of MH17 transported a BUK to
Snizhne.

Later the place where this photo was supposedly taken geaslocated in Donetsk (48.004285°
37.872544°). The photo shows the Volvo parked behind a gray appearing Toyota RAV4 witleron
open.

Topota RAVS - Reae, 2009

The phone number of truck rental company® h o _a 5™ i Donétsk is ¢¥arly visible on the
side of the trailerIn an intervievi the owner of thetruck rental explained that separatists took over
the company on July 8 at gunpoint adtased away the staff. Since then, he does not know what is
happening with his vehicles and according to him the Volvo FH13c is unigue in the region.

1 http://www.parismatch com/Actu/International/EXCLWAT CHJn-camionvole-pour-transporterle-
systemelancemissiles577289
2 hitp://www.nrc.nl/nieuws/2014/08/04/er-komt-eenvogeltjeaanreconstructieneerschietenviuchtmh 17/
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The red low loader

A low loader with the same appearance has been used several times by HRupsian segratists
after the07/17/2014 for transporting damaged military equipmehtowever, the phone number was
removed. According to Informatda tank was transported on Augusti6.there any way to verify the
date?A vided taken onJune 12 shows a militaryansport from the same perspective at the same
location (48.040538° 37.967688°).

O6cTtaHoBKa B [loHeLKe 06.08.14 — o6HoBnseTcs (23:00)
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On August 26photos’ and vided® were uploaded tothe VK accountand YouTube channedf Boris
Borislitsch According tocommentthe pictures were takeron 8/23. Both showthe Volvowith low
loader, which bringsa destroyedpersonnel carrieof the Ukrainian armyrom Shakhtarsko Donetsk
for a"counter-parade"on National Day

8 http://informator.lg.ua/?p=18281

4 https://www.youtube.com/watch?v=w2vlbKiOQtzI

5 https:/Ivk.com/albums76297800?z=photd6297800 337806785%2Fphot66297800
6 https://www.youtube.com/wach?v=GDy8wnfYzVI

7 https://youtu.be/3AjvidelKn4
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Interestingly, the ed low loader was also photographed at the exhibition

XD
A2 W

0On9/2/2014 Sergey Belous photographed the loader duaitignsport of a probably damaged tank
of battalion "Oplot". The photo was taken at a place cailesl"Motel" (48.003012 ° 37.870756°)

3" \‘ 584 g aE

This roundabout at the "Motel" is a welinown checkpoinbf the separatisslocated a few meters
from the main camp of battalion "Vostok™:

8 http://en.voicesevas.ru/news/yugoostok/2842-war-in-the-south-eastonline-08-24-2014-chronicle.html



http://en.voicesevas.ru/news/yugo-vostok/2842-war-in-the-south-east-online-08-24-2014-chronicle.html

The last sighting so far comes from a YouTube video of Joker Nplwaded on10/16/2014. This
video shows the red loader in Snizhne on the factory premises of Udarnik Mine (48.020000°
38.753388ywhich is apparently used as a parking area for damaged military equipment.

The satellite image®f Google Earth show theeactor-trailer after July 17arkedon the groundsof
the truck rental.

July 27

July 30

Why the separatists thoughtlessly continued to use the world's most wanted vemdi@ot even
changed its colofor months?

9 https://www.youtube.com/watch?v=y17@DSHb4
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The intercepted phone calls

The Ukrainian secret service SBU claims to have intexdeptephone calls which undoubtedly prove
the guilt of Moscow controlled separatists of downing MHOA 7/17 at 19:12h UTC (22:12h EEST)
only 6 hours after the launch of Mi#i7 the SBUpublishedseveraltelephone call®n YouTube

Almost one year laterhe Dutch Prosecution Serviagnfirmed one name and said ofa | dzii KSy & A O
F220 3Sand FIFTSNRIY NBPAy@SadAa3alr G§SRé

Thatwasa surprising newbecause firdy a wiretapped telephone conversation always consists of two

separate sound track®ne track per gice)and secondly witlthe use ofmodern softwarefor audio

production like ProTools or Samplitude oweuld easily be abl¢o rearrangedauthentic footages

without the slightesttrace¢ KI 4 Q& @Kl G &2 dzy R -Prgdactiofi SodNadll thédmé: | Y 2 A
shortening sentences, eliminating bloopers, combining sentences from different shooting takes, filling

the holes with noise etc. etcTherefore it seems to be impossible to positively excludeya
manipulationandin reverseanyindications of ananipulation might have all sorts of technical causes.

I O02NRAY3 (2 (K& 6' INIAYAFIYONREAA DY S(E

The militants in eastern Ukraine use |8} S0 e telephone networks

that are easy to intercept.

And acording to Wikipedia théTelecommunications the most modern, diverse and fagbwing
sector in the economy afkrained'¢ Those statementsare not contradictory, since the three largest
players in the Ukraian mobile telecommunicationsingthe GSM technologyAs shown at the Defcon
the GSM technology is easy to intercept ind€eéfie.g.by erectinga fake BTS antenna towgralled
IMStcatcher)that reacles the intercepted region.

IMSI Catcher Crypto

« Attacker creates the BTS

» Cellphone connects to BTS

» BTS tells cellphone to disable crypto (A5/0)
« Attacker wins, no rainbow tables needed.

* The cellphone could warn you, but won't
» Too confusing for users
« Warning is explicitly disabled by operators

o.[]@h—.'n.o.n

I

In the end all mobile phones in the area will connect to the faket8¥& and shut down encryption
just because the attacking tower says dde attackemay get hundreds or thousandsf mobile
phones connected to his fake 8 INow he can listen to unencrypted conversatioissable tolocate
the position of the phone and evasan readhe unique information from the SliMard of the owner
like the International Mobile Subscriber Identity (IM%1)}®* Oncea mobile phone was ideified and
G t 2 Oife$eR éan bdollowed to BTS towers fromther mobile phone networks.

0 https://z5h64092x9.net/proxy u/nken.en/http/www.nrc.nl/nieuws/2015/04/01/russischdegerofficier
herkendop-justitietape-mh17/

11 http://ukrainiancrisis.net/news/9646

12 htps://en.wikipedia.org/wiki/Telecommunications_in_Ukraine

B3 http:/iventurebeat.com/2010/07/31/hackershowshow-he-canrinterceptcellphone-callsfor-1500/

14 https://www.youtube.com/watch?t=27&v=DU8hg4FTmOg

S hitp://cryptome.org/isp-spy/munichspy-all.pdf

16 hitp://habrahabr.ru/company/pt/blog/245113/
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Furthermore there are devices for pristallation by the mobile company themselves like the
G! G0A Yl Ofawfullatdrcéption Management Systém)Once installedn the mobile core
network of the company it needsomeinput of e.g. the IMSI of the target and automatically roots all
data directly toa law enforcement agenciike the SBUEither waythe agencyshould input some
known target identification or has totercept and store all and everything for later analy$iserefore

it seems to be reasonabl® assume that the SBU knew at ledisé identity of one side of the
wiretapped conversation partner

Just 12 minutes after M7 hit the ground two facelessghters nicknamedt DS | Y R dag | 2 2 NE
the Cossacks from th€hernukino Roadblockdid it and the plane broke in pieces near the
Petropavlovsk Coalmindhat coalmine is just 7km away from the actual crash StueChernukhino
Roadblocks Zkmto the north of the last FDR position of MHINeverthelessnobody ever suspected
Chernukhinaas the launch spatf someBUKmissile Why not?And what does itell about the phone

call?

Evgeny Kruzhin is a medic in the militia group accused of bringing thewstane He is known for

running the LiveJournalwebpage On7/my KS G2t R w¢ GKIF G daal 22NE FyR
remained in Enakievthe whole day. They neither had contact to the Cossackshiarnukhio nor

explored the crash sid€.! y 2 1 KS NI NODINENE S J2¢0 Sy G A f adF NBSGé¢ (2 ¢
SBU- wasalreadydetained by the Asov battalion on 7/1%2°

Allegedly jist 7 minutes laterat 16:40h EESthe SBU heard the voice cbmmander. ST f SNJ 4 1 K S
RSY2ys&apsi KS 3 NP dzL3idat &nd theplangé &INdEhakievo30 minutes ago

17.07.2014 16:40

— Tonsbko 4Tto cObunm camoner. pynna
«Munepa». 3a EHakueso ynan.

|.Beanep ("Bec")

PerhapscommanderBezder has a bad place and time estimate or sent his boys already 10 minutes
before the crash in the wrong directiar that phone call alreadyook place or6/16, when Bezers
group "Miner" shotdown an UkrainianSU25 jet overGorlovkat!

.'“'"i ' CBOOKHW OT onofueHnss HoBopoccHK T

16. Juni 2014 um 20:23 Uhr

16.06.14. 22:19. CoobnierEne OT ONOTIEHHA.

"CoobmarT o corroMm CY-25 Hag ['oproekoi. [IH10T KaTanyIsTHPORATICA B palioHe
57-i KosToHEH. A OéM noaTeep# IeHAA.

7 https://lims.utimaco.com/products/lawfuliinterceptionrmanagemenisystem/

B hitp://www.rt.com/news/173964-ukrainemalaysiaintercepted-calls/

Y https://burkonews.info/antiterrorist-operationsummaryfor-july-15-2014/

20 https://news.pn/en/criminal/108945
2Lhitp:/Ivk.com/strelkov_info?w=wal57424472 3093%2F1b1608ff02d1a4dc5d

10


https://lims.utimaco.com/products/lawful-interception-management-system/
http://www.rt.com/news/173964-ukraine-malaysia-intercepted-calls/
https://burkonews.info/anti-terrorist-operation-summary-for-july-15-2014/
https://news.pn/en/criminal/108945
http://vk.com/strelkov_info?w=wall-57424472_3093%2F1b1608ff02d1a4dc5d

Beder on July 18:

"We really did discuss over the telephone the searches for a plane, but those who think
that we shot it down, have to pour the kefir out of their brains.

On the tape, it is clearly audible that the talk was about a plane in Enakievo. The Boeing
fell in the area of Snezhnyoe. There are 100 kilometers between them, | don't have weapons
capable of downing planes at such a distance.”

Of course, the last FRposition of MH17 was jusdOkm away fromnthe center ofGorlovka but no one
ever suspected a BUK launch spot in Gdad. Why notAnd what does itell about these phone calls?

Alsothe Cossack Nikolay Kozitsgnt & y 20 |y & dzy | Y 2ang probablphdEaBomés (2 (G K ¢
intercepted since week®uring the whole 30 seconds conversatkozitsyrsaid only two lines that

could still be plenty misunderstal. He saidcit meansdeliveredspies. Neh..to fly,nowi K S ¢°f NJ A a4 @ ¢
So the Vice Host told him what he understébd

In'that phone conversation you were saying
atrsgfp.et‘hing was shot down,

—=mandthatthe cossacks were somehow involved.

o =001

| just got the information that the

e  No,that wasn't what | said. plane was shot down.

P oW S e

Afteranembarrassing start the interview could otilg savel by translating at least the last two words
quite freely.

O yoUTONtknow who did if2 s B o comment.

Hereplied @ . m & "hF O2dzNRS ay2  O20diNed fianéthe qutedsfipla | £ A
ONF yat A2y AngwRy2 fieQonline] trdrldtion afic.academic.rumight help with all the
possible translatios.

22 hitp://www.interpretermag.cam/evidencereviewwho-shotdown-mh17/
Z hitps://www.youtube.com/watch?v=V5E8kDo2n6g
24 hitps://www.youtube.com/watch?v=H977TX8N6bk
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HE CKaXXy romseane eGSR 00006000

He ckaxm )

« HE CKAXKU(TE) coll

TonkosaHwe | lNepesom Inen sent tese fors on)
= (used to express an objection to or disagreement with what the interlocutor has said) you
He GHHH 1;; a_renmqullecmrecl
(TEERER) Tt
9SSy a{leée y2 SoOArAfté¢ g2dd R 0SS | LR&aaA6ES GNIyatl g

Several callsallegedly occurred in the morning before the Paris Match phdtowas taken
According to the SBuMb callswere interceptedat the very same time at09:08h EEST*":

Terrorists' Conversation
July 17, 2014
09:08

The Terrorists' Conversation
July 17, 2014
09:08

“Khmuryi" - PETROVSKY| Serhey Nikolayevych, born in
1964, officer of the Russian GRU, Deputy of
1.Girkin (‘Strelok’) on intelligence; was in Donetsk
at the time of interception.

“Khmuryi® - PETROVSKYI Serhey Nikolayeyych, born in

1964, officer of the Russian GRU, Deputy of
1.Girkin (‘Strelok’) on intelligence; was in Donetsk
at the time of interception

“Buryat” - a militant of the ‘DNR’ terrorist organization
(identity is being ascertained)

“Botsman” - Russian GRU officer (identity is being
established)

B:Where should weunload* this beauty Nikolaievich? K: Yes, Botsman, I'm listening
K: Which one? This one? B: Hello, big brother. How are you?
B: Yes, the one I've brought. I'm already in Donetsk. K: Not so well. We are in Mariinovka. That's why not we

YY La Ad GKS 2yS LUY GKAY carrying on.
Y Saz e&Sas eSa® a. | YéZIE B:Whatswrong?

B

K: Isit on a tractor? K: What do you thinkX I G G I ©O1 A y 3 X dllxhé K
B: Yes, it's on it. We need to unloagamewhere, in order time, finally now we're having a little breal/e've just hit
to hide. a plane, Sqtype. Because we've got BUf1. They are

K: Is it with a crew? now in Zelenopillja, trying to break free, but their way ou
B: Yes, with the crew. is only through meYesterday we hit 2 Su jets, today

K: Don't hide it anywhere. She'll go there now. FYy20KSNI 162D ca Kl ¥ NNP PR Ra i

B ’ morning. It became easieBut in general, ofourse, it's
*initially translatedag t 2+ R€ o0& 0KS { . tough.

B: What can | say, if you need anything, callgaad I'l
arrive immediately.
K: Thanks, brother. I'm going in two hou&eems like it's a
lull. In two hours I'm heading to Donetsk. Because | was
aSyid GKNBS Y2 Ngropaledagilem)d 1 |
Will carryad D @2 T Rdrd Hecause it's really tough now
B: Maybe we should cover them wiGrad?
K: The thing is that we have Grad, but no spotter. And
secondly, we are waiting for Russia to f... them from the
side.

According tathese conversationKhmuryiwasin Marinovkaand used a short breakn the ongoing
shellingof Zeleopilljato quicklymake some call#\ccording to the corrected translatiaf the first call

25 hitps://www.youtube.com/watch?v=G5SjPhZhPd|I

26 hitp://www.liveleak.com/view?i=9bc 1405702620

2T hitp://www.forbes.com/sites/paulroderickgregory/2014/07/19/whatore-smokinggunsare-neededfor-
mhl7the-worldsfirst-samterrorism/
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the BUK is already loaded at 09:08h ERSTording to the second9:08h EEST call the BUK already
arrived in Marinovka and was used to shoot down one SU jet.

Khmuryiapparentlydoes not know hownany planesvere shot downandwhen

Khmuryi:We've just hit a plane, Sttype. Because we've got BUK @ X6 , S&a i SNRI
wehith {dz 2SGax G2RI@& | yeaiEkK SNINRGRSIR ¢ikRkIRI1&8 DA2yR
morning. It became easier.

One could easilgount a total of4 SUtype aircraftso dzii G KS™ G SN¥o hd2@z R | £ &2 Y
GFry20KSNJ 2yS¢ 2NJ aF aSO2yR 2yS¢éd

At the same timeStrelkovknew the score preciselfdetold the pressat noonon 7/17 that after the

downing of two SU25 on 7/16® 2° 3° no further Ukrainianfighter jet was sighted®* This statemen

confirms some kind of stand down order fdkrainianfighter jets ¢ not for civilian airplanesf course

¢ andat leastuntil noonof 7/17. Furthermore, @ 7/16 Strelkov gave an interview right at tB&RADs

in Marinovkd® where the Telephonéhumryi in te morning of 7/17claimed to be. So fow is it

possible that his deputy commander Khmuwgunted 3 or 4 downed Stype fighter jet®

Kampf an Grenzkontrollstele Marinowka im
Siiden von Donbass geht weiter - Tote zu
beklagen

STIMME RUSSLANDS Der Kampf neben der Grenzkontrollstele
Marinowka im Siiden des Gebiets Donezk ist am Donnerstag
fortgesetzt worden. Die Volkswehr versucht, die Gruppe Militars zu

umzingeln, die zu den Hauptkriften durchdringen wollen.
[Nachdem am Mittwoch zwei Su-25-Flugzeuge abgeschossen
orden waren, gab es keine Flugzeuge der ukrainischen

ei i Wataitnag Die Volkswehr nahm die
Mlhtarleute gefangen und verhort sie derzeit.

However,Marinovka was taken in the early morning of 7/16. The shellingeténopilljastarted on

7/11 allegedly with Blp of GRADs from the A6 | y-l&nd between Russia and Ukraine. TweZ59

were downed on 7/130n 7/14 an AN26 and agaimmn 7/16two more SU25s were shot downin the

afternoon of 7/17there was a short period of time when one might have gained a falpeession.

For about one hour after the disaster of MH news of another downed S25b circulated in the
internet.tLY GKS Y2NYyAy3 2F T1TkmT 0 andYny YE 2N Ay
SBU translations) don't make any sense.

2 http:/ivk.com/strelkov_info?w=wall57424472 7111

2 http:/ivk.com/strelkov_info?w=wall57424472 7115

30 hitp://de.sputniknews.com/german.ruvr.ru/news/2014 07 17/KamaftrKontrollpunktMarinowkaim-
Sudenvon-Donbassgehtweiter-esgibt-Tote-6055/

31 hitp://rusvesna.su/news/1405583841

32 hitp://slavyangrad.org/2014/07/16/igosstrelkovon-the-field-of-battles
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Finally, Khmuryi announceshat he wants to go to Donetsk two hoursto pick up three new

"Gvozdikas" (sefpropelled guns) and bring them to Marinovka. As to be seen, iDthebas it was

near to impossible to move any pieceroilitary equipment without beingmmediatelydocumented

and posted on the Internebut seemingly no one saw or reported something that slow and loud as
Khmuryis "Gvozdikas" en route from Donetsk to MarinoW@onesaw or heard éoud and slonBUK

that droveon its own from theRussiarborder all the wayto Donetsk to be loaded onto a low loader

there. It makes no sense that Buryat fiditovethe BUKo the truck rental companyloaded it on the

red low loader onlyto call Khmuryi"l have aoud and slowBUKfor you. | loaded it becagsve have

to unloadit in order to hide it" And Khmuryi hangs up and the same minute makes a call to Russia

G2S akKz2d R2g¢gy |G £SIFHad o FAIKGSNI 2SGad 9OSNEGKA)

In other words, the story behind thoséhmuryicalls makes no sense at all.

In essence the conversation between the Russians "Botsman™ and Khmuryi is a monologue that lasts
for more than a minuteHowever, while Khmurygpeaks the Botsmannchannel isbasicallydead.
"Botsman" does no breath, move orake any noise. No rustling, nothing but a persistent noise.

SmetimesKhmuryisnhalationsuddenlyendsand - after a little silence anotherinhalationstartsin

the middle ofthe breath. Between the cropped breaths the same persistent noise in the im
channel prevailsThe piecedbreathing might bethe result of amalfunctioningVAD (voice activity
detection) as used to lower the bandwidth of mobile phone connectidigevertheless, one should
expect a VAD to delahe reaction ando fadethe sourd in always the same manndn case of the
KhmuryiOl £ £ & (KS & timeS someddviapidily. D iaterastig examplean befound at
4:41 min in the SBU vidéblt seems he SBU even underlined the sentence for a better recognition.

33 hitp://note.sonots.com/SciSoftware/IVAD.html
34 hitp://www.youtube.com/watch?v=YgdqdklrgDA&t=4m35s
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They are trying to break away from
Zelenopolie and have one route - via me
Yesterday two ‘sushkas’ were shot down,
today the second

And what do you think? They are
constantly firing with ‘GRAD', only now
there is a pause. We have just shot down
the plane, ‘sushka’' (SU)

We have '‘BUK-M', we received it

"Khmuryi"
(380631213401

"Khmuryi"
380631213401)

GAP

The gap in the breathing is visible in the middle of the lower channel. In the original Russian version
onecan hear it withoutanytechnical aidsFor any reasonlbother language versions are mixed down
into two mono tracks.

Asimilargapisrightbefole K YdzZNE A &l 84& G. Xaé ® b 2récoginizabldiecadise it K G &
AlG az2dzyRa YdzOK *2NB tA1S a. I YE

35 http://www.youtube.com/watch?v=Y gdqdklrgDA&t=1m45s
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